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Following release of the Interim Report on the Search and Surveillance Bill (“the Interim Report”), a number of matters are still of real concern to the Human Rights Foundation (HRF) and the Auckland Council for Civil Liberties (ACCL).

(1) PART 5 - Conferral of Powers in Parts 3 and 4 of the Bill on non-police officers

Nowhere in its Report, did the Law Commission consider the extension of the powers in the Bill to these Government Agencies. This fact alone is reason to delete Part 5 from the Bill.

 Part 5 will permit the following Government Agencies to exercise many of (and in a number of cases all of) the powers in Parts 3 and 4 of the Bill:

· New Zealand Customs Service

· Inspector of Publications under the Films, Videos and Publications Classification Act
· Ministry of Fisheries
· Ministry of Health
· Secretary for Internal Affairs
· Department of Labour
· Maritime New Zealand
· New Zealand Meat Board
· Overseas Investment Office
· New Zealand Pork Industry Board
· Ministry of Economic Development
· The Reserve Bank (eg, where an institution purports to carry on business as a bank without authorisation)
· A local authority for the purposes of the Resource Management Act
· Chief Executive of Work and Income
· Inland Revenue Department
· Department of Conservation
· Fish and Game rangers
· Wine officers under the Wine Act
· Electricity Commission
· Commerce Commission
As the new schedule to the Bill shows, many enforcement officers working for these agencies will be able to exercise most of the search and inspection powers in Part 4 of the Bill. 

The Part 4 powers are: 
· Conduct consent searches

· Conduct searches under search warrants

· Secure places, vehicles, or other things to be searched 

· Establish search scenes (in cases where a search warrant has been applied for but has not yet been granted)

· Seize property
· Detain persons at search scenes 

· Exercise powers of search incidental to powers of arrest

· Stop vehicles with or without warrant for purposes of search

· Move vehicles for safekeeping and other purposes 

· Seize items in plain view

· Search persons (and conduct strip searches)

· Obtain search warrants to enter and search vehicles

· Dispose of property seized under a search warrant
· Conduct computer system searches (including the power to search by remote hacking and to require persons to facilitate access to computer systems)
· Exercise search powers that impact on privilege and confidentiality

It should also be noted that enforcement officers (including non-police enforcement officers) can exercise a range of sweeping powers under Part 3 of the Bill. The Part 3 powers are:
· Obtain and execute surveillance device warrants (which, for example give officers the power to use a surveillance or tracking device, and  to subject private premises to surveillance, and to trespass onto private premises to install surveillance devices)  
· Obtain and execute declaratory orders - formerly called residual warrants (which give officers the power to use surveillance techniques that have not been invented yet) 

· Obtain and execute production orders (which give officers the power to compel persons to produce specified documents)

Submission:

Despite attempts by the Law Commission and the Ministry of Justice to justify the inclusion of Part 5 in the Bill, we remain opposed to this for the following reasons:

Omnibus statute is legislative laziness:

(1) There are serious doubts as to whether putting search and surveillance powers of all Government agencies into an omnibus criminal statute will improve the administration of the law.

(2) The Bill imports the general search and inspection powers in Parts 3 and 4 into the Act’s governing the search and surveillance activities of other agencies, for example the Commerce Commission, Customs & Excise, Dog Control, Fisheries, Motor Vehicle sales, Overseas Investment, Prostitution Law Reform. 

(3) It is wrong to say the search and surveillance powers are captured in one Statute.  In fact by importing Parts 3 and 4 into a range of Statutes, the Bill is adding another level of complication into Statutes which are already highly complex.  The insertion of Parts 3 and 4 will do nothing to simplify the interpretation of those Statutes.

(4) While this importation of Parts 3 and 4 appears to be a neat piece of legislative problem solving, it is in fact a piece of legislative laziness.

(5) Each Statute that confers specialist powers on Officers of an Agency should contain a code of search and seizure powers that those Officers may exercise.

(6) The importation of Parts 3 and 4 into other Statutes raises the prospect of conferring powers on non-Police Officers that are wider than those that ought to be exercised by non-Police Officers under those Statutes. Genuine difficulties will arise through the importation of Police style search powers into Statutes which are more limited.  Search powers should be based on what search officers do.  Generality is not good enough in those circumstances.

(7) The need to extend those powers, and the nature of the harm which they are intended to remedy, has to be examined and justified statute by statute and the appropriate balancing act done. The agencies ought to be required to justify the powers conferred on them. In the absence of such scrutiny it is not possible to justify the intrusion on personal rights that the bill represents.  

(8) The difficulties with this “one size fits all” approach have already been made apparent by the Law Commission’s admission that many agencies are not trained or equipped to exercise many of the search and surveillance powers in Parts 3 and 4. 

(9) The only way to ensure that agencies have powers that are suitable for them to exercise is to analyse the needs of each agency individually and confer the powers that they actually need.

“Too Much Hard Work” Argument Is Unacceptable”

(10) Submitters who have argued that each agency should be required to justify obtaining increased powers are met with the argument that this approach would be “too much hard work”.

(11)  This argument, which is contained in paragraphs 32 and 33 of Appendix E to the Interim Report, is unacceptable. Those paragraphs state that:

to provide a “tool box approach” by allocating particular powers to

particular agencies misunderstands the scope and purpose of the Bill. Redefining existing powers of inspection, search and seizure conferred by the multiplicity of Acts amended by subparts 1 and 2 of Part 5 was never envisaged in the Law Commission’s report, and was outside the scope of the project. Such a task would, if at all achievable, require the application of extended resources over many years.

33. For the reasons set out above the Bill is and will continue to be complex in nature. This is simply unavoidable given the nature of the project. It is not, however, possible to adopt what is described as a “tool box approach” without either—

· fundamentally enlarging the scope of the project to include a wholesale review of substantive powers of investigation, search and seizure conferred on diverse law enforcement officials by the Acts amended in subparts 1 and 2 of Part 5 (which is quite impractical); or

· altering the application of Part 4 to the enactments amended in such a substantial way that they will be unacceptable to the agencies that administer those enactments (and their responsible Ministers) without further extensive consultation and negotiation.
(12)  We completely disagree with this argument. The effect of planting Part 3 and 4 powers into so many statutes is to forgo and ignore the operational needs of some 20 agencies administering some 69 statutes without examining the harm with which the powers are required to deal. The result is to enhance the existing enforcement powers of agencies other than the police on the basis that to do so is difficult and time consuming. In no way is that a good enough reason to further erode civil liberties.

(13) The Ministry of Justice and the Law Commission’s recommendation on page 42 of Appendix E to the Interim Report illustrates the need to consider each agency’s powers one by one.  

(14)  Those recommendations state that agencies must be authorised to conduct both visual and audio surveillance involving entry on to private property and that those agencies can only become an authorised agency by Order in Council on the recommendation of the Minister of Justice after consultation with the Minister of Police.

(15) In order to be authorised an agency will also have undertake appropriate training. The resources spent on training and approving these agencies will be considerable.

(16) If this amount of resources needs to be devoted to this task, then this fact suggests that it is impossible to confer these powers on agencies by the use of Part 5. If more resources are needed to properly consider this issue then no amendment of the powers of these agencies should even be considered by Parliament in relation to this Bill.

(17) Our essential argument is that the powers in this Bill must be reasonable – the NZ Bill of Rights Act as well as international human rights instruments ratified by New Zealand protect everyone from unreasonable search or seizure. These rights may be subject only to such reasonable limits prescribed by law as can be demonstrably justified in a free and democratic society. The only possible interpretation of these requirements is that any increase in the powers of all these agencies is required to be demonstrated as justified in a free and democratic society. Yet the Interim Report declines such scrutiny.

OTHER AREAS OF CONCERN

(2) Clause 119  - Plain view searches 
In the Summary Departmental Report, on the Bill (Appendix E to the Interim Report) it is stated at paras 148 and 150 that:

148. Clause 119 does not authorise searches which are wider than that allowable under the authorising search power. That is, clause 119 does not affect the ambit of the search itself (ie, what may be searched); it does, however, widen the ambit of what may be seized during a search.

………………..

150. We believe that the ability to seize items in plain view is justified. A search cannot be greater than that required for the purpose for which it is conducted; clause 119 therefore does not mandate a greater level of intrusion into privacy than the authorising search power.

Accordingly, clause 119 only allows an enforcement officer to seize items which are self evidently incriminating (ie, the enforcement officer must have reasonable grounds to believe the item can be seized without further examining the item). For instance, if Police are searching a known gang member’s dwelling for a stolen car, they cannot also search that person’s bedroom for drugs.

We do not accept this argument. It places the power to interpret the ambit of a search power in the hands of the officer conducting the search. This approach to the exercise of the power is too permissive and open to overly wide interpretation. 

Submission: The need for a statutory definition of “plain view search”:
This problem can be overcome  by statutory guidance in the form of a definition of a plain view search. That definition needs to state clearly the nature of and limits on the power to conduct a plain view search. 

The power to conduct a plain view search should not, for example, be able to be used in cases where an item is only revealed as a result of the police or enforcement authorities opening doors, cupboards, or lifting floor coverings.

If such clear restrictions are placed on this power, it will lessen the chance that searchers and the public will be confused about the circumstances in which this power can be legitimately exercised.
Suggested definition:

“An item is in plain view if it is:

(a) Within the area or areas of any area or building that an officer is lawfully authorised to search; or 

(b) Within any vehicle that an officer is lawfully authorised to search; and

(c) The officer is able to view any item without the need to reveal or bring it into plain view by:

(a)  Opening doors or cupboards or other receptacles or  containers, or

(ii) 
Lifting or removing any floor coverings; or

(iii) Removing the upholstery or coverings from items of furniture; or

(iv) Removing any interior or exterior cladding on the walls of buildings; or

(v) Removing the upholstery or coverings from the seats, doors, or roof of any 

      vehicle.”

(3) Clauses 108(i) and (j) - Computer search powers are still unacceptably general
Clause 108(i) and (j) set out what can be done by a person exercising a search power relating to a computer. Those provisions enable a searcher:

(i) to access and copy intangible material from computers

and a computer system or other data storage devices

located or accessible from (in whole or in part) at the

place, vehicle, or other thing searched (including copying

by means of previewing, cloning, or other forensic

methods either before or after removal for examination):

(j) to use any reasonable measures to—

(i) gain access to any computer system or other data

storage device that is located (in whole or in part)

at the place or in the vehicle or other thing to be

searched, or that can be accessed from a computer

or other data storage device that is at that

place or in that vehicle or other thing; and

(ii) create a forensic copy of any material in such a

computer system or other data storage device:
In relation to this provision, the Summary Departmental Report, on the Bill (Appendix E to the Interim Report) states, at paras 160 and 161 that:

160. Part 4 only authorises actions for the purposes of the search. A search warrant or search power does not mean a searcher has an unrestricted power of search. Searches are limited to areas and things where what is being searched for may reasonably be located. For instance, if a warrant authorises a search for stolen televisions, it will not authorise a searcher to search a desk in a bedroom.

161. This applies equally to computer searches. First, a computer may be searched only if what is being searched for could reasonably be located on that computer. Second, that search must be limited (through the use of appropriate search terms) to parts of the computer where the documents sought could reasonably be located.
A Flawed argument

The flaw with this argument is that it is not stated anywhere in clause 108(i) and (j) that computer searches must be limited by use of appropriate search terms. In addition, clause 108(i) and (j) do not require the nature of the information that is being searched for to be spelled out in the search warrant. 

Instead, clause 108(i) and (j) allows enforcement authorities to treat a computer and its hard drive as if it was a distinct piece of evidence when in fact it is a myriad of diverse documents and files.  

General warrant approach not acceptable for computer searches

Not being required to specify what is wanted from the computer is tantamount to authorising a general search power. Clause 108(i) and (j) give enforcement authorities the power to access and remove a computer and its hard drive without the need to specify exactly what they want from that computer and hard drive.  

Enforcement officers should be confined to accessing that information.  Without that restriction, clause 108(i) and (j) essentially allows those officers to look at an entire hard drive at their leisure and to view information that is not relevant to what was originally sought.  That is in effect a general warrant which would not be permitted when searching a house.  Why should it be permitted when searching a computer?

When applied in the context of computer searches, the general wording of clauses 96(1)(e) and 101(4)(g) do nothing to rectify this problem. They merely require search warrants to describe “the item or items or other evidential material believed to be in or on or part of the place, vehicle or other thing that are sought by the applicant” and to describe “what may be seized”. 

The foundation of the law forbidding general warrants was laid down in an 18th century case that banned general warrants i.e. “catch all” warrants that had no specificity over the items sought by Police.  It is still the foundation of our law.

Submission:

A provision should be inserted into the Bill that requires those exercising the power to search computers to state in a search warrant “we want a specific type of information from that computer”.
(4) Clause 101(4)(k) and 101(4A) and (4B) - Remote Searches: “A hacker’s heaven”

The way is still open for computer searches to become fishing expeditions: clause 101(4)(k) and new clauses 101(4A) & (4B).

Unlike entering a physical space, the enforcement authority can enter into your cyberspace without giving you a copy of the search warrant first.

There is still the scope for agencies to trawl right through all the information on a 

computer hard drive, thus perpetrating a gross breach of privacy and an unreasonable Search and Seizure under the New Zealand Bill of Rights Act. 

Before the search an enforcement officer is not obliged to notify owner of area searched eg, email inbox.
The bill requires amendment in order to appropriately limit what may be searched remotely. At present, there is no specific limit on the scope of the search. There needs to be a specific statement of what information is to be sought.

If a computer hard drive is removed as a result of information obtained through an earlier remote search, it should be a requirement that the hard drive be returned as soon as the required information has been obtained and within strict time limits (ie, one month from the date of removal), with power to apply to the Court for the return of the hard drive.

Given the invasiveness of computer hacking, we strongly submit that such searches should be confined to cases where the police have good cause to suspect that the person whose computer is the subject of a remote search is involved in criminal activities that would attract a penalty of imprisonment of 7 years or more.

Submission: 
Amend Bill: 

(1) To require application and warrant to stipulate what specific information sought;

(2) To limit what may be searched remotely;

(3) Any hard drive removed, as a consequence of an earlier remote search should be returned within one month with power to apply to court for failure to return within that time;

(4) The power to remotely hack computers should be confined to cases where the police have good cause to suspect that the person whose computer is the subject of a remote search is involved in criminal activities that would attract a penalty of imprisonment of 7 years or more.

(5) Clause 42(d) - Trespassing onto private property

Clause 42(d) gives enforcement agencies the power to observe private activity in private premises for up to 3 hours in any 24-hour period or 8 hours in total without a warrant.

 No such surveillance to snoop and pry on New Zealanders should be undertaken without the issue of a warrant. This power gives agencies a licence to go on a fishing expedition. 

Submission:

The wide range of Government agencies referred to in Part 5 of the Bill should not be permitted to break into private premises even with a warrant. Again the need for each agency to exercise this power should be canvassed on a statute by statute basis. 

(6) Clause 44 – 72 hour surveillance without a warrant – need for clarification

There is a risk that this clause, which confers that ability on officers to use a surveillance device for up to 72 hours, may be misused.

The extent of this power is confusing – can this power be used on multiple occasions provided that there has been an interval of time between the last use of the power and the next of the power?

 If this clause is interpreted this way, enforcement officers could exercise a string of 72-hour bursts of surveillance without ever needing to apply for a warrant. 

Submission:

It should be made clear that this power can only be used for a single 72-hour period.  This power should not be able to be exercised at all by non- police agencies.

(7) Clauses 57 to 61 - Declaratory orders (formerly residual warrants) 

These clauses allow a warrant to be issued for a form of surveillance not yet known or even invented. There is no limit to the kinds of investigative techniques that could be deployed under a declaratory order/residual warrant.

The former residual warrant clauses have been overhauled and renamed Declaratory Orders. A declaratory order is a statement by a Judge that he or she is satisfied that the use of a device technique or procedure is lawful and reasonable.

The use of such a device could still constitute an unreasonable search and seizure under s 21 of the New Zealand Bill of Rights Act. Thus before using the device to ensure its use is reasonable, and thus admissible in Court, a declaratory order can be sought.

Under the new proposal, Judges would have the right to declare new technology either a reasonable or unreasonable encroachment on privacy. However inherent in the right to privacy is the right to know what limits there can be on that right.

We should have the right to know what kinds of surveillance can be used against us.

New surveillance techniques should not be used unless they are authorised by specific statute and thereby subjected to proper democratic scrutiny.

Further, the Bill extends the power to seek a declaratory order to all enforcement officers. Nothing in the role of the Meat Board or the Pork Industry Board necessitates measures of surveillance under such new surveillance techniques.

Submission:
(1) New surveillance should only be able to be used given specific statutory 

       authorisation and thus subject to proper democratic scrutiny.

(2) The power to seek a declaratory order should be removed and made 

            available only after an agency has demonstrated a specific
operational need 

             for it.

(8) Clauses 31 to 40A - Examination orders (or “snitching orders”) – pose a danger to innocent parties 

The Interim Report endorses the concerns raised in a number of submissions on the former Bill that such orders were too easy to obtain. The Bill now requires that applications for examination orders:

(a) in a business context can only be made in relation to offences carrying a maximum sentence of at least five years’ imprisonment, clause 32(a); and 

(b) in a non business context can only be made in relation to  offences carrying a maximum sentence of at least seven years’ imprisonment, clause 34(a)(i);

(c) can only be made by a Judge.

This amendment to the Bill reduces the potential of such orders to infringe the liberty of a wide range of citizens. 

However, we still have concerns about the conditions in which examination orders can be made because the wording of clauses 32 and 34 enable the police to apply for examination orders in relation to persons not directly involved in the kind of criminal offending referred to in clauses 32(a) and 34(a)(i).

Both of those clauses provide that examination orders can be made if “there are reasonable grounds to believe that the person sought to be examined has information that constitutes evidential material in respect of the offence”.
The clauses enable a person to be examined on the grounds that they merely have information in respect of an offence. They do not require the person being examined to be directly involved in that offence. 

This exposes such persons and their families to the potential danger of being threatened, intimidated or being subjected to violence by those actually involved in the kind of criminal offending referred to in clauses 32(a) and 34(a)(i). 

What protection will innocent people and their families get when they leave the police station? Those who are not directly involved in criminal offending should not be forced to give information to the police that may place themselves or their families at risk.

Submission:

The Bill should be amended to make it clear that only those persons suspected of being directly involved in criminal activities should be subjected to examination orders.

(9) Clause 125 - Forcing people to provide access information to computer systems

This clause creates similar problems to those described in our submissions on examination orders. An innocent person (such as an IT professional) who is compelled to provide access information to computer systems can be placed at risk of retribution by criminals who own the computer systems that are accessed.

Submission:
Clause 125 should be amended in order to make it clear that only those persons directly involved in criminal activities should be forced to provide access information to computer systems.

(10) Clause 121 - Strip searches –– Agencies should be liable for failing to follow their own guidelines

We note the endorsement at paragraph 538 of Appendix G to the Interim Report of our submission that agencies that carry out strip searches should be required to make these guidelines readily available, such as by posting on an agency’s website. This requirement is a welcome addition to clause 121 of the Bill. 

However clause 121(2) is objectionable because it provides that a strip search is not unlawful by reason only of failure by the person conducting the search to comply with a guideline issued under subsection (1). This makes the guidelines for a strip search largely irrelevant.

Submission:

Agencies responsible for conducting strip searches should be held accountable for failing to follow their guidelines. Failure of the person conducting the search to comply with guidelines should render the search illegal and any evidence obtained inadmissible
(11) Clauses 135 to 140 - Encroachment on privilege still unacceptable

Clauses 135-140 relate to claims of privilege. The amended Bill provides that privilege does not apply where a prima facie case has been made out showing that information has been made or received, compiled or prepared for a dishonest purpose. 

However this process does not give the privilege holder the opportunity to defend the claim to privilege or to make a case that establishes that the information was not made or received for a dishonest purpose.

Submission
The Bill should be amended to allow privilege holders to defend claims to privilege before a Court. A Judge should determine whether the information has been made, compiled or prepared for a dishonest purpose.

(12) Law Commission’s Role questioned

One matter that merits comment is the Law Commission’s role in the submission process.

We note that the Law Commission has co-authored much of the material in the Appendices to the Interim Report. That material either responds to concerns of submitters relating to the Bill before it was redrafted or attempts to refute some of those concerns. By operating in this way the Law Commission is adopting an advocacy role. We question whether it is proper for a body like the Law Commission to be involved in advocacy of this type. 

The Law Commission is not an advocacy or lobby group. It is responsible for producing reports, making recommendations and advising and assisting Government departments in relation to changes to the law.

Section 6 of the Law Commission Act 1985 sets out the Commission’s powers as follows:

 (1) [Repealed]

       (2) the Commission shall have the power—

(a) To initiate proposals for the review, reform, or development of any aspect of the law of New Zealand and to receive and consider any such proposals made or referred to it by any person:

(b) To initiate, sponsor, and carry out such studies and research as it thinks expedient for the proper discharge of its functions:

(c) To publicise such parts of its work in such manner as it thinks expedient, to conduct public hearings, to seek comments from the public on its proposals, and to consult with any persons or classes of persons:

(d) To provide advice and assistance to, and to request information from, any Government department or organisation considering the review, reform, or development of any aspect of the law of New Zealand.

In our view the Law Commission’s role in relation to the redraft of the Bill goes beyond what is permitted by s 6 of the Law Commission Act 1985.

We suggest that in future, the Law Commission should not adopt the role advocate in favour of legislation.  It should submit its report and let the public and members of Parliament advocate for or against Parliamentary Bills. 

Summary of Submissions

1. Part 5 should be deleted from the Bill.

2. The plain view searches referred to in clause 119 need to be defined in the Bill.

3. A provision should be inserted into the Bill which requires those exercising warrants to search computers to specify exactly the information that they want from a computer.

4. Clauses 101(4)(k) and 101(4A) and (4B) of the Bill should be amended as follows:

(i) To require application and warrant to stipulate what specific information sought;

(ii) To limit what may be searched remotely;

(iii) Any hard drive removed, as a consequence of an earlier remote search should be returned within one month with power to apply to court for failure to return within that time;

(iv) The power to remotely hack computers should be confined to cases where the police have good cause to suspect that the person whose computer is the subject of a remote search is involved in criminal activities that would attract a penalty of imprisonment of 7 years or more.

5. The Government Agencies referred to in Part 5 of the Bill should not be allowed to have the powers referred to in clause 42 of the Bill to break into private premises even with a warrant.

6. The scope of the 72-hour period, referred to in clause 44, for conducting warrantless surveillance, needs to be clearly spelled out.

7. New surveillance technology or processes should only be able to be used if specific statutory authority allows them after being subjected to open and democratic scrutiny. The declaratory order clauses (57-68) are therefore unacceptable.

8. The Bill should be amended to make it clear that only those directly involved in the criminal offending referred to in clauses 32(a) and 34(a)(i) should be able to be subjected to examination orders.

9. Clause 125 should be amended to make it clear that only those directly involved in the criminal offending should be forced to provide access information to computer systems.

10. Agencies responsible for conducting strip searches under clause 121 should be held accountable for failing to follow their guidelines. Failure of the person conducting the search to comply with guidelines should render the search illegal and any evidence obtained inadmissible.
11. The Bill should be amended to allow privilege holders to defend claims to privilege before a Court.

12. The Law Commission should not be acting as an advocate in support of the Bill. 

